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Electronic reputation (in short, e-reputation) systems are often useful in
large online communities in which most of the users are unknown to each
others. They are a good tool for different users to quantify the trust between
each other. Electronic commerce, social news, peer-to-peer routing, and col-
laborative environments are examples of applications highly benefit from us-
ing e-reputation systems. Indeed, similar to the word-of-mouth reputation, an
e-reputation system allows users to form an opinion on the behavior of an un-
known service provider through a reputation score. For example, users may rate
service providers on eBay, and these ratings allow others to identify more easily
the best service provider.

Reputation systems are good tools to force the users to act in truthfulness
way. Without such protocols the temptation to act abusively for immediate gain
can be stronger than the one of cooperating. However, for reputation systems to
work effectively users have to be willing to provide rates. In order to incentivize
the users to provide honest rates, a reputation system have to ensure their privacy
and anonymity. Usually, users would like to be sure that the rates they provide
cannot be used in a way that can affect them in future. In the other hand, users
are also concerned about verifying the correctness of the reputation score.

Several secure e-reputation protocols have been proposed to ensure users
anonymity and score correctness. However, they have not been submitted to
any rigorous security analysis. We investigate this field by defining the first
formal framework for the automatic analysis of their security properties. Pre-
cisely, we model e-reputation protocols in the applied pi-calculus, we define
four privacy properties: Rate Privacy, rates provided by the users are kept se-
cret; Rate Anonymity, an attacker cannot relate a rate to the user provided it;
Receipt-Freeness, a user cannot prove to an attacker that he provided a certain
rate; Coercion-Resistance, even when interacting with a coercer, the user can
still provide a rate of his choice. We also define two authentication properties:
Rate Integrity, the rate is recorded as casted by the user; User Eligibility, only
eligible users can cast rates, and two verifiability properties: Reputation Score
Verification, any one can verify the correctness of the reputation score; User
Eligibility Verification, any one can verify that every counted rate is casted by
an eligible users. We validate the effectiveness of the proposed approach by
analyzing the security of an e-reputation protocol using ProVerif.


