
Exploitation strategy of the MDPC-McEliece
decryption failure

Xavier Bultel
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The MDPC-McEliece cryptosystem is an alternative of the original McEliece
cryptosystem; the main difference is the use of moderate-density parity-check
(MDPC) code rather than Goppa code. However, when the code is randomly
chosen, we cannot predict exactly the number of errors that may correct the
MDPC correction algorithm. The decryption algorithm of MDPC-McEliece uses
this correction algorithm, thus, the decryption can fail. Potential decoding failure
are directly related to the secret key structure. Thus, we can wonder if this
MDPC-McEliece property can be exploited to deduce some information about
the secret key.

The decoding algorithm used for MDPC-McEliece is the bit-flipping (BF)
algorithm. In this algorithm, the parity-check matrix H of a MDPC-code C
is represented by a bipartite graph called Tanner-graph. The BF input is an
erroneous codeword c∗ of C and the output is the corresponding codeword c ∈ C.
We initialize the BF with x0 = c∗. At each iteration i, the BF computes xi from
the Tanner-graph and xi−1. The BF stops at the iteration i if xi = c. In the
case of a decoding fail, the sequence (xk)k≥0 is infinite. When we observe a
decoding failure, we can extract a subgraph of the Tanner-graph ”responsible”
of the decoding failure. This subgraph is know as trapping-set and has been
define for the study of low-density parity-check (LDPC) code performance.

We would like to use these propertys to deduce some information about the
secret key. In the MDPC-McEliece cryptosystem, the Tanner-graph associate
to H can be considered as the secret key. The MDPC-McEliece decryption al-
gorithm uses the BF with this Tanner-graph. Our aim is to find a method for
find the trapping-set associated to a decryption failure with the knowledge of
the sequence (xk)k≥0 associated to this failure, and so, a subgraph of the key.
We exhibited a method to find a subset of node of the Tanner-graph that is a
subset of node of the trapping-set (one of the two parts of this bipartite graph),
and a distinguisher that can differentiate the trapping-set and a random graph.
With these informations, we can proceed by exhaustive search for recover the
trapping-set. We give a method to start the exhaustive search with graphs that
are most probably the desired trapping-set. The goal of this strategy is to par-
tially reconstruct the key thanks to our method and several decryption failure
samples. However, the size of the MDPC-McEliece secret key is so large that it
is difficult to realise an exhaustive attacks, even on small parts of the key. The
main challange is to find a method to deduce (xk)k≥0 from a decoding failure.
We give an adaptation of an original McEliece attack know as reaction attack
(in a chosen cifertext attack scenario) to try to find this sequence.


