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Abstract

Block ciphers, such as the AES, correspond to a very important family of secret-
key cryptosystems. The security of such systems partly relies on what is called
the S-box. This is a vectorial Boolean function f : Fn

2 ↪→ Fn
2 , where n is the size of

the blocks. It is often the only non linear operation in the algorithm. The most
well-known attacks against block ciphers algorithms are the known-plaintext
attacks called differential cryptanalysis [3,9] and linear cryptanalysis [10]. To
protect such cryptosystems against linear and differential attacks, S-boxes are
designed to fulfill some cryptographic criteria (balancedness, high nonlinearity,
high algebraic degree, avalanche, or transparency [1,11]) and are usually defined
on finite fields, like F2n [6,2].

Unfortunately, it seems difficult to find good S-Boxes, at least for bijective
ones: random generation does not work [7,8] and the one used in the AES or
Camellia are actually variations around a single function, the inverse function
in F2n . Would the latter function have an unforeseen weakness (for instance if
more practical algebraic attacks are developped), it would be desirable to have
some replacement candidates.

For that matter, we propose to weaken a little bit the algebraic part of the
design of S-Boxes and use finite semi-fields instead of finite fields to build such
S-Boxes. Finite semi-fields relax the associativity and commutativity of the mul-
tiplication law. While semi-fields of a given order are unique up to isomorphism,
on the contrary semi-fields of a given order can be numerous [4]: nowadays, on
the one hand, it is for instance easy to generate the 19936 semi-fields of order
24 (24 up to isotopy [5]), but, on the other hand, it is not even known how
many semi-fields are there of order 28. Therefore, we propose to build S-Boxes
via semi-fields pseudo extensions of the form S224 , where S24 is any semi-field of
order 24, and mimic in this structure the use of the inverse function in a finite
field.

We report here the construction of 10827 S-Boxes, potentially 4470 non-
equivalent, with maximal nonlinearity, differential invariants, degrees and bit
interdependency. Among the latter 1222 had fix points, and among the ones
without fix points, 3835 had the avalanche level of AES and 243 the better
avalanche level of Camellia. Among the latter 232 have a better transparency
level than the inverse function on a finite field.
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