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The myriad of web applications are now considered as pervasive and ubiquitous in the industry. These 

applications offer a large variety of services [5] and many of them usually manage personal and 

critical information that are eventually shared among them. It is now well-established that a particular 

attention should be given to the privacy of these information, and in a general way in the security of 

these applications. By definition a secure application respects different properties, e.g., 

confidentiality, integrity, and availability of the manipulated data. A flaw in one of these properties is 

considered as a vulnerability in the application [1]. Such security vulnerabilities are usually the 

consequence of technical and design issues. To reduce the presence of vulnerabilities, security has to 

be considered in the whole software life cycle. 

Security patterns offer guidelines to develop high-quality and secure applications based upon the 

structural properties offered by design patterns and the human accumulated knowledge about the 

classes of vulnerabilities and their respective countermeasures (identification/authentication, access 

control / authorization, etc.) [5]. Many security patterns have been described in the literature in order 

to give reusable solutions to a lot of recurrent application security issues [6].   

Nevertheless, choosing the appropriate pattern to meet requirements stays difficult [2]. To make this 

choice easier, a classification of security patterns has been proposed in [6] according to several points 

of view, e.g., many works present a mapping between security patterns and known vulnerabilities [9, 

13]. The combination of security patterns was proposed in [12] to solve compositions of complex 

security problems. This combination is not trivial because of the genericity of security patterns, and 

the difficulty of contextualizing their intentions to the specific security issues. 

Furthermore, it is crucial to prove that an application developed with respect to a set of security 

patterns do not contain vulnerabilities. On the one hand, detecting the presence of application 

vulnerabilities is known by the penetration testing (Pentesting). Many methods found in the literature 

are based upon this technique [3, 10, 11]. On the other hand, the analysis the effectiveness of security 

patterns was evoked in some works [7, 8]. However, no work focused on the proof of blocking 

vulnerabilities in applications designed with security patterns, or on the correlation between the strong 

points of security patterns and the known countermeasures against vulnerabilities.  

The purpose of our work is to establish the link between the strong points of security patterns or 

composite patterns and a set of vulnerabilities (or countermeasures). We also intend to prove whether 

a security pattern really blocks a vulnerability (or a set of vulnerabilities) in the context of Web 

applications. 

More precisely, we aim to develop a security testing methodology to verify, on the long run, that Web 

applications do not diffuse personal information. Firstly, by constructing a formal modelization of the 

countermeasures as described by the OWASP in linear temporal logic (LTL) to express these 

mechanisms. Secondly, by constructing LTL formal models of the observed strong points of security 

patterns, then meeting them with models of countermeasures. Thereby, proving that an application 

containing a well applied security pattern is well protected against a vulnerability, because strong 

points of the applied security pattern formally meet recommended countermeasures to this 

vulnerability. Detecting the presence of the security patterns, or respectively anti-patterns will guide 

the choice of tests, and targeted vulnerabilities.      
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