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Abstract

We provide a generic transformation from any a�ne message authentication code (MAC) to an
identity-based encryption (IBE) scheme over pairing groups of prime order. If the MAC satis�es
a security notion related to unforgeability against chosen-message attacks and, for example, the k-
Linear assumption holds, then the resulting IBE scheme is adaptively secure. Our security reduction
is tightness preserving, i.e., if the MAC has a tight security reduction so has the IBE scheme. Fur-
thermore, the transformation also extends to hierarchical identity-based encryption (HIBE). We also
show how to construct a�ne MACs with a tight security reduction to standard assumptions. This,
among other things, provides the �rst tightly secure HIBE in the standard model.

Identity-based encryption (IBE) enables a user to encrypt to a recipient's identity id (e.g., an email
or phone number), and decryption can be done using a user secret key for id, obtained by a trusted
authority. The �rst instantiations of an IBE scheme were given in 2001. Whereas earlier constructions
relied on the random oracle model, the �rst adaptively secure construction in the standard model was
proposed by Waters in 2005. The concept of IBE generalizes naturally to hierarchical IBE (HIBE). In
an L-level HIBE, hierarchical identities are vectors of identities of maximal length L and user secret keys
for a hierarchical identity can be delegated. An IBE is simply a L-level HIBE with L = 1.

In this work we focus on adaptively secure (H)IBE schemes in the standard model. The construction
from Waters has the disadvantage of a non-tight security reduction, i.e., the security reduction reducing
security of the L-level HIBE to the hardness of the underlying assumption loses at least a factor of QL,
where Q is the maximal number of user secret key queries. Modern HIBE schemes like the one from
Chen and Wee in 2013 only lose a factor Q, independent of L. The �rst tightly secure IBE was recently
proposed by Chen and Wee but designing a L-level HIBE for L > 1 and a tight (i.e., independent of Q)
security reduction to a standard assumption remains an open problem.

Until now, all known constructions of (H)IBE schemes are speci�c, i.e., they are custom-made to a
speci�c hardness assumption. This is in contrast to other basic cryptographic primitives such as signatures
and public-key encryption, for which e�cient generic transformations have been known for a long time.
We would like to highlight the concept of smooth projective hash proof systems for chosen-ciphertext
secure encryption and an old construction by Bellare and Goldwasser that transforms any pseudorandom
function (PRF) plus a non-interactive zero-knowledge (NIZK) proof into a signature scheme. Until
today no generic construction of a (H)IBE from any �simple� low-level cryptographic primitive is known.
However, the recent IBE scheme by Chen and Wee uses a speci�c randomized PRF at the core of their
construction, but its usage is non-modular.
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