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Identity and personal data theft have become common practices in the In-
ternet. To protect customers and systems, online service providers maintain a
very high level of security. However, the use of increasingly efficient good se-
curity practices can be burdensome for customers. It is therefore necessary to
propose a technology that combines security with customer-friendliness. Implicit
authentication is a complementary technology for “conventional” authentication
mechanisms. It allows to strengthen the security for online services but also
to increase the customer-friendliness as the client is not solicited through the
authentication process.

In this study, we establish an implicit authentication process when browsing
the Web. The flow of activities Web users is modeled as a set of visited websites
divided into sessions. A session consists of a limited number of visited websites.
From 3,000 users on 6 months of activities, the 30 most active users are chosen
after a data cleaning step.

From the flow of activities, we build user profiles by using frequent closed
itemsets mining algorithms. We propose three heuristics to select the most signi-
ficant frequent closed itemsets, also called “own patterns”. The profiles can be
seen as vectors in a n-dimensional space, n being the number of “own patterns”
for all users, whose coordinates are support measures. Finally the Euclidean
distance and the cosine similarity are used to authenticate Internet users.

Confusion matrix is computed to evaluate our approach. We compare our
results with those of [1] but also with those of Bayes classifiers. One explana-
tion for the performance of our results is the quality of “own patterns” selected.
Indeed in [1], “own patterns” of size one are used whereas our heuristics se-
lect “own patterns” of variable sizes. Finally, the distance measurement plays a
considerable role in the results obtained.
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