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Information Technology (IT) is present everywhere and it has become very easy and common to 
produce and exchange data between heterogeneous devices and systems. These networks and 
services are required to be more and more open and new technology is designed to facilitate the 
interoperation between these networks composed of heterogeneous communicating devices. 
Guaranteeing that they interoperate securely has become a major concern for individuals, enterprises 
and governments. This has given rise to the need to constantly maintain and protect these networks 
and services to achieve the high level of trust necessary so that they become an asset and not an 
added risk for society. 
In addition, their differences and their complexity make them difficult to understand and connect, while 
ensuring at the same time that they will function and interact correctly. 
The security interoperability challenges have been rapidly increased [1, 2, 3]. This produces a lack of 
global interoperability platforms that limits the ability of people to work efficiently together. There is no 
need to argue that access to appropriate information can be of tremendous importance in the process 
of decision making. Not being able to transfer the right information to the right person at the right time 
can be the source of big issues or lead to miss important opportunities. Thus interoperability has to be 
obtained and be efficient in eachof the various cases. Also providing inappropriate confidential 
information to unwanted persons can have very disastrous effects. Thus secure, efficient and flexible 
solutions to enhance interoperability are a real need. This is what we try to provide with the solution 
presented in this paper. 
We do not want to provide any kind of centralized solution, as in [4, 5] that consists in that every entity 
wanting to cooperate connects its system to a central server to pull and push the information it agrees 
to share and wants to obtain in some predefined format each participant has previously agreed on. 
An efficient solution is confronted to the problem of connecting systems based on different 
technologies, either inside a single entity (for legacy reasons) or connecting older technologies with 
newer ones or with external entities. No matter how much effort one invests in "predefined" 
interoperability, interconnecting new systems will always require changes. We cannot enforce the use 
of a single or centralized solution in every case. Thus a good solution must be one that can handle the 
differences for each specific interconnection that cannot ever be pre-determined. In fact, it is more 
common that each entity has to be connected to different ones, each having different technologies and 
policies. 
The solution we present in this paper is composed by an architecture and a platform, ISER, that is a 
combination of techniques and tools such that it allows the management of multilevel interoperability 
links. The proposed architecture can handle the communication with different external systems with 
the ability to have a specific link configuration and communication policy for every link. The aim is to 
be able to precisely customize these links, both technically and in terms of policy, with respect to the 
two stakeholders of the connected systems. Another complementary objective is to ensure optimum 
security and communication efficiency. The ISER platform is based on the combination of three 
components: a secure OS PolyXene, a formal policy editor MotOrBAC and a monitoring tool 
MMT. 
In summary, the contributions of this paper are the following: 

 Design of an architecture for secure interoperability of multi-source systems. 

 Design of modeling techniques for interoperable security policies. 

 Design of a platform for ensuring the secure interoperability of multi-source systems. 
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