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Abstract. Up to some years ago, mainly high-performance processors,
such as those in servers and desktops, were powerful enough to support
virtualization. This was mainly used at software level to provide isola-
tion, security services and resources sharing. Today, even processors for
embedded systems can also efficiently support virtualization. But on top
of isolation and protection against software attacks, embedded systems
have also to face hardware attacks such as side channel attacks (SCAs).
Hence, virtualization for embedded systems requires a combined hard-
ware/software (HW/SW) approach.

In this paper, we first provide an important review and analyze state-
of-art solutions. Then, we describe our own solution. we study an em-
bedded virtualization solution based on HW IPs and a SW stack for
efficiently protecting the system against SW attacks. Security against
SCAs comes from the used of optimized and SCA-protected hardware
IPs for primitives such as symmetric/asymmetric cryptography and true
random number generation (TRNG). Using this hardware/software ap-
proach, we expect better performances, security and lower power con-
sumption compared to software solutions. Our system is implemented in
a Zynq-7000 HW/SW platform composed of a processor (ARM Cortex-
A9 dual-core) and a FPGA (Artix-7) in the same device. For the SW
stack, we use a derived version of the Xen hypervisor. In order to offer
efficient, robust and low-power integrity, confidentiality and authentica-
tion primitives, we use a minimal list of existing HW IPs: AES (256 bits)
for symmetric encryption/decryption, ECC (between 192 and 256 bits),
RSA (2048 bits), TRNG, SHA-2 (256 bits). In addition to these HW IPs,
we have to add a few other HW blocks: I/O interface between HW and
SW, various internal memories (for PCRs and keys), control and execu-
tion engine (for the HW part of implemented security policies). At the
SW level, we adapted a Xen-like hypervisor to our HW architecture. Our
SW code links the various virtual machines (VMs), the management VM
(Dom0) and the hardware architecture. The proposed HW architecture
and SW stack allows the end user to launch VMs where the executed
code is trusted (i.e. verified and the user is granted) and the manipu-
lated data are also trusted (i.e. integrity is ensured and only authorized
users have access to these data inside the complete HW/SW platform).
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10. Pék, G., Buttyán, L., Bencsáth, B.: A survey of security issues in hardware vir-
tualization. ACM Comput. Surv. 45(3), 40:1–40:34 (2013), http://doi.acm.org/
10.1145/2480741.2480757

11. Ponsini, N.: Trusted embedded computing (2010), http://cordis.europa.eu/

project/rcn/85362_en.html

12. Rossier, D.: Embeddedxen : A revisited architecture of the xen hypervisor to
support arm-based embedded virtualization (2012), http://sourceforge.net/

projects/embeddedxen/

13. Roth, T.: Next generation mobile rootkits (2013), https://www.hackinparis.com/
sites/hackinparis.com/Slidesthomasroth.pdf



14. Sadeghi, A.R., Stble, C., , Winandy, M.: Property based tpm virtualization. In:
11th International Conference, ISC 2008, Taipei, Taiwan, September 15-18, 2008.
pp. 1–16. Springer-Verlag, Berlin, Heidelberg (2008), http://link.springer.com/
chapter/10.1007%2F978-3-570-85886-7_1#

15. Samsung Electronics Co, ltd: Secure xen on arm user’s guide (2008),
http://downloads.xenproject.org/Wiki/XenARM/Secure_Xen_on_ARM_User_

Guide_v1_0.pdf

16. Smith, J.E., Nair, R.: Virtual machines. Elsevier (2005)
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