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1 Extended abstract

Communications purporting to be from popular social web sites, auction sites, banks, online payment processors
or IT administrators are rampantly used to lure unsuspecting public. These attempts popularly known as phishing,
aim to acquire sensitive information such as usernames, passwords, and credit card details by masquerading as a
trustworthy entity. In general, these attacks rely on seemingly authentic URLs to entice a user to transmit sensitive
data to the back-end malicious entities or to install harmful piece of code aka malware on their device.

These malicious URLs are often hard to be visually detected, whence, the raison d’être for more reliable,
automated and robust way of detecting them. Safe Browsing is such a service provided by Google that enables
Chrome to check a URL against suspected phishing or malware pages’ database. The browser can then warn the
user about the potential danger of visiting the page. Later, other browsers including Firefox, Opera and Safari have
included Google Safe Browsing as a feature. Google claims more than a billion users of Google Safe Browsing
until date. An in-depth assessment of the security and the privacy implications of the mechanism is required and
constitutes the motivation of our work.

In this paper, we describe several attacks against two versions of Google Safe Browsing. For all our attacks, we
explain how an adversary carefully chooses the URL of his malicious web page to increase the load of Google’s
servers and to make browsers consume more bandwidth and more CPU resources. Conceptually, our goal is to
mount distributed denial-of-service (DDoS). Our DDoS attacks are based on algorithmic complexity attack. The
goal of algorithmic complexity attacks is to force an algorithm to run in the worst case execution time instead
of running in average time. It has been employed against hash tables, quick-sort and many others. For instance,
hash tables were attacked to make the target run in linear time instead of the average constant time. This entails
significant consumption of computational resources, which eventually leads to DoS. In Google Safe Browsing, we
face a different problem: the data structure and the data representation used by Google, to be noted Bloom filter and
delta-coded prefix table has a false-positive probability. Increasing the false-positive probability implies increasing
the number of requests towards Google’s servers made by honest users: safe browsing will be unavailable. To meet
this purpose, we need to create pre-images and second pre-images for truncated hash function (cryptographic or
not). We forge URLs with malicious contents corresponding to certain pre-image or second pre-image. Then, we
use a more classical algorithmic complexity attack to make Google’s servers overload its clients. The attack was
reported to Google and a complete description can be found in [1].
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