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ABSTRACT
This work focuses on the privacy of users of Wi-Fi-enabled
devices. Recent works have shown that based on the radio
signal emitted by those devices, it is possible to collect pri-
vate information such as mobility traces [1] and social ties
[2]. However, most of the time, the identity of the subject of
those pieces of information remains unknown and the MAC
address of the device is the only available identifier.

In this work, we address the problem of finding the identity
of the user associated with a mobile device. We focus on
the following problem: given a mobile device identified by a
Wi-Fi MAC address, find the identity of the owner of this
device. By identity, we consider any kind of information that
can help to identify an individual, including his real name,
but we also consider his profile on online services and social
networks.

As Wi-Fi-enabled devices, Wi-Fi access points are uniquely
identified by a MAC address. Given the static nature of
their position, they can be used as physical reference points
to create a geolocation system. Given a set of visible APs,
their positions and the received signal strength for each of
them, it is possible to compute the geolocation of the device
using a trilateration technique. This method is called Wi-Fi
based geolocation, and is used by many mobile devices.

We show that an attacker located in the physical environ-
ment of the target can obtain the link between a mobile
device and the owner identity. The attack exploits the fact
that some mobile applications publicly display their geoloca-
tion information and that the geolocation is often obtained
thanks to the Wi-Fi environment. By simulating the pres-
ence of Wi-Fi access points, we are able to change the geolo-
cation information available on the device. This fake geolo-
cation will be used by applications running on the device and
therefore displayed on geotagged platforms such as Twitter.
It is possible to set this location in such a way that the user
can be uniquely identified by performing a location-based

Figure 1: Description of the attack: 1,2: attacker
collects data from Wigle; 3,4: attacker queries
Google API with the obtained data in order to es-
timate the result of the attack; 5: attacker opens
a connection to the Twitter streaming API; 6: at-
tacker sends fake beacons or probe responses to im-
personate APs collected from Wigle; 7: victim sends
a tweet with public geolocation; 8: Twitter API
sends the tweet to the attacker.

search on the platform.

This attack is successfuly tested on the Twitter application
running on an Android device. We show that the attack can
target a single device. The difference between the estimated
location of the tweet and its actual location varies from 160m
to less than 10m.
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