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Motivation

Weak motivation

Figure: Bitcoin price evolution (blockchain.info chart)
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Motivation

Demotivation

Figure: Bitcoin price evolution (blockchain.info chart)
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Motivation

Research motivation

Bitcoin brings the first practical solution to the Byzantine
Generals’ Problem.

The proposed solution allows the creation of a completely
distributed digital currency.

Furthermore: the solution is not limited to this specific
application allowing new secure distributed applications.
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Disclaimer

It is hard, if not impossible, to fit all bitcoin protocol description in
one hour talk!
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Bitcoin basic definitions

Bitcoin accounts, keys and addresses

Bitcoins are not digital tokens but a balance in a bitcoin
account.

A bitcoin account is defined by an ECC key pair, {PK,SK}.
The bitcoin account is publicly identified by its bitcoin
address: an unidirectional function of its PK, Addr(PK)

The public key allows to send bitcoins to the corresponding
bitcoin account.

The private key allows to spend the bitcoins of the account.
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Bitcoin payments

Bitcoin Payments

Payments are performed through transactions between bitcoin
accounts.

A transaction T indicates a bitcoin movement from a source
address to a destination address.

The bitcoin address (a public value) allows to identify the
destination in a transaction.

The private key allows to spend the bitcoins of the account by
means of a digital signature (ECDSA).
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Bitcoin payments

Payment example

Let {PKA, SKA} be Alice public key pair (resp. {PKB , SKB}
Bob’s keys).

Given a previous transaction:

T0 = {input0, output0}
input0 = {· · · }
output0 = {Addr(PKA), 25}

Alice may send the 25 BTC to Bob creating the following transaction T1:

T1 = {input1, output1}
input1 = {H(T0), SigSKA

(T0 + output1), PKA}
output1 = {Addr(PKB), 25}
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Bitcoin payments

Simple transaction example
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Bitcoin payments

Transaction example with multiple outputs
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Bitcoin payments

Transaction example with multiple inputs
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Bitcoin payments

Is it possible a double spending?

Which mechanism prevents Alice to pay Charlie ({PKC , SKC})
creating another transaction T2, and so spending again the

25BTC received in T0 ?

T1 = {input1, output1}
input1 = {H(T0), SigSKA

(T0 + output1), PKA}
output1 = {Addr(PKB), 25}

· · ·

T2 = {input2, output2}
input2 = {H(T0), SigSKA

(T0 + output2), PKA}
output2 = {Addr(PKC), 25}



Introduction Bitcoin description Decentralization model Bitcoin anonymity Research challenges Conclusions

The Blockchain

Bitcoin blocks (I)

To prevent double spending, bitcoin publicly registers all
transactions performed by the system.

The Blockchain is such a unique register, generated and
stored in a distributed form.

The blockchain is an unique append-ledger that cannot be
modified.
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The Blockchain

Bitcoin blocks (II)

Every block contains:

Header

Pointer to the previous block
Nonce
...

Transactions
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The Blockchain

Bitcoin block example
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The Blockchain

Mining: Including a block into the blockchain

Every bitcoin user may create a new block by:

Collecting from the P2P bitcoin network all transactions not
included in previous blocks.

Validating the correctness of such transactions.

Including a generation transaction (we will refer later).

Once the block is created it has to be included in the blockchain,
performing a proof-of-work, by:

Computing the hash (SHA256) of the block such that its value
is lower than a predefined target (varying the nonce field).

Sending the obtained block to the bitcoin P2P network.
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The Blockchain

Where bitcoins come from? Mining rewards

Obtaining the correct nonce for including a block in the
blockchain is an expensive task.

Miners should be rewarded for such task that allows to
maintain up-to-date the spent transactions of the bitcoin
system (and prevent double spending).

The reward comes in bitcoin form: every new block includes a
generation transaction that provides fresh new bitcoins to the
miner.

Additionally, transactions may include fees that the miner also
obtain.
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The Blockchain

Generation transaction example



Introduction Bitcoin description Decentralization model Bitcoin anonymity Research challenges Conclusions

The Blockchain

Some other details

Block throughput: Although the mining process is
probabilistic, the target value is adjusted every 2016 blocks (2
weeks approx) in order to produce a block every 10 minutes.

Transaction confirmation:

A transaction is confirmed when it appears in a block.
A transaction has two confirmation when it has appeared in a
block and the next block has been also mined.
Transactions (payments) are not considered valid until 6
validations (1 hour)

The total number of bitcoins that will be generated is fixed:
21 million.

The rewarding mechanisms is supposed to move from bitcoin
generation towards payment fees.
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The bitcoin P2P network

Network nodes

No central authority is (supposed to) control the Bitcoin
system: a distributed P2P approach has been adopted.

Every user with a full wallet becomes a network node.

Network nodes perform different tasks to maintain the bitcoin
system.
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The bitcoin P2P network

Network nodes distribution

Figure: 872648 nodes retrieved from November 30th, 2013 to January
5th, 2014
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Distributed tasks

Distributed tasks

Such distributed approach has different sides:

data transmission
data storage
data confirmation (mining)

Historically, first bitcoin wallets were full nodes and performed
all such tasks.

Now, with the increase of computational costs:

Reduction of the number of tasks that nodes perform.
Reduction of the number of nodes in the bitcoin network.
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Distributed tasks

Data transmission

Bitcoin network nodes are P2P connected to other nodes
listening for new data to be transmitted.

The data flowing through the bitcoin network is basically
transactions and blocks.

When a node receives a transaction or a block that he is not
aware of, he broadcasts such data to the nodes he is
connected.

Before such broadcast takes place, the correctness of the
transaction or the block is validated by the node.
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Distributed tasks

Data storage

Data storage presents high redundancy: all bitcoin network
nodes store a complete copy of the blockchain.

The blockchain allows the node to perform the proper
validations previous to broadcast new received transactions or
blocks.

The actual size of the blockchain, 21 GB - Sep’14, is a
problem for lightweight (or not so lightweight) devices.
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Distributed tasks

Data confirmation (mining)

Data confirmation (mining) is the hardest task in the bitcoin
system.

Mining can be performed by any bitcoin user but, for practical
reasons, it is performed by mining pools.

Each mining pool distributes the work between its users and
so the rewards for the mining.
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Distributed tasks

Mining pools hashrate distribution

Figure: Mining pools hashrate distribution Sep’14
(source: blockchain.info)
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Anonymous keys

Anonymity is based on the fact that users can create any
number of anonymous bitcoin addresses.

It is recommended that a new address should be used in every
transaction.

Two main anonymity threads:

the availability of all bitcoin transactions in the blockchain
the underlying non-anonymous network used
(without forgetting the exhibitionist users!)
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Basic transaction analysis

Please, keep the change!
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Basic transaction analysis

Yes, all that addresses (probably) belong to the same user!
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Graph mining analysis

Transaction network: Reid & Harrigan1 (I)

1Reid, F., Harrigan, M.: An analysis of anonymity in the bitcoin system.
Security and Privacy in Social Networks, pp. 197-223. Springer (2013).
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Graph mining analysis

Transaction network: Reid & Harrigan (II)
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Graph mining analysis

Transaction network: Reid & Harrigan (III)
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External identification

Publicly available identification
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External identification
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External identification

Graph mining and public information

Figure: An egocentric visualization of the vertex representing WikiLeaks’
public-key from (Reid & Hardigan)
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Challenges and research opportunities

Important fact I

A payment system that solves the double-spending problem by
keeping a list of all performed transactions surely it has room for
improvements.

Important fact II

The bitcoin solution approach of the Byzantine Generals’ Problem
may bring interesting ideas for other distributed applications
(including improved new cryptocurrencies).
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Bitcoin as a core research

Performance

Scalability: blockchain size and transaction validation.

Sustainability: Is there a better form of Proof-of-Work
(regarding its carbon footprint)?

more useful: Primecoins, ...(?)...
more efficient: Proof-of-Stake, Proof-of-Burn, ...

Efficiency: Is it possible to reduce the 10 minutes block
throughput without affecting the system security?
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Bitcoin as a core research

Security

Bitcoin Protocol analysis.

Wallet assessment.

51% (or less2) attacks.

Network partition/isolation.

Key randomness: deterministic wallets and hierarchical
deterministic wallets.

2Ittay Eyal and Emin Gun Sirer. Majority is not Enough: Bitcoin Mining is
Vulnerable. Financial Cryptography and Data Security. 2014
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Bitcoin as a core research

Anonymity

Mixing networks: be careful => Money laundry!

Completely anonymous currencies: zerocoin3

Anonymity analysis using the bitcoin P2P network
information, together with blockchain info.

3I. Miers, C. Garman, M. Green, and A. D. Rubin, “Zerocoin: Anonymous
distributed e-cash from bitcoin”, Proceedings of the 2013 IEEE Symposium on
Security and Privacy Pages 397-411
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Bitcoins as tool

Blockchain applications

Bitcoins, or the blockchain approach itself, as a distributed, public,
non-modifiable, append-only ledger may be used for:

Timestamp services.

Distributed DNS: NameCoins.

Metacoins and financial derivatives: Mastercoins, coroledcoins

DAO: Distributed Autonomous Organizations: NXT,
Ethereum.

Secure multiparty computation4.

P2P Gambling.

4Marcin Andrychowicz, Stefan Dziembowski, Daniel Malinowski and Lukasz
Mazurek.“Fair Two-Party Computations via Bitcoin Deposits”. Financial
Cryptography and Data Security. 2014
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Funding opportunities

Bitcoin Foundation Grant program

The Bitcoin Foundation objectives are to standardize, protect and
promote the use of bitcoins.

Bitcoin Foundation Grant program:

It provides funding for bitcoin related projects.

Calls for projects are every quarter (1st January, 1st April, 1st
September).

Grants are payed, of course, in bitcoins.

Research projects are also welcome.

More info:
https://bitcoinfoundation.org/about/grant-program/

https://bitcoinfoundation.org/about/grant-program/
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Conclusions

Conclusions

Bitcoin proposes a robust cryptographic cryptocurrency
completely distributed.

The idea of a public append-only ledger may be applied to
other distributed scenarios where security is needed.

Research opportunities exist, regarding anonymity,
performance and new applications.

A lot of money (bitcoins) is moving around bitcoin ecosystem
and it could be a new source or funding research.
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